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Project Summary HOW it Works Technology Used

Our goal is to make the process of storing P . SR
files online simple. We aim to achieve this by T *GO i
incorporating facial recognition and Google Google OAuth Google OAuth
into a user friendly interface that ensures the Login Sign up E>(—|—
user’s data is safely stored. Js
: , File Management
How data is secured Eaial oo Facial Scan for Data
e ) Confirm User Users can choose to upload files individually,
We encrypt our user’s files using the Similarity e .
AES128-GCM algorithm and making an create and upload their files into their newly
. . created folder, or to upload an already existing
encryption key with data collected from the ) folder. The user can also chose to rename
Google authentication service (OAuth2). This h .f'I df ] )
key then encrypts our user's face data Access Dashboard ey these files and folders, filter through their
ensuring that it cannot be tampered wiﬂ'1 4 and Files ] ogou entire home directory to find files without
9 P ' Login if User Data is going into each of their folders using the
¢ search bar, or filter for specific file types. They
the Same
\ : can also see small previews for their files, and
Encrypt Face Data Encggttaﬁle they can download them if they wish to store
Ease of Use them locally.
We allow the seamless integration of Google
OAuth and the user’s face to sign in. In simple The facial data consists of 128 different points collected from the person’s face. That
terms, if the user already went through the face data is then encrypted using the AES128-GCM encryption key that is generated Get Started!
Google OAuth process, all they need to do is using the user’s unique Google OAuth data. The user will be allowed to log in
use their face to S|I'gntl'n and access our successfully if the face data that was enc'rypted matches at the time of facial Visit facialrec.org to start storing your files
application. rescanning. faclaliec.ore today
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